Data Sheet: Endpoint Security

Symantec™ Endpoint Protection for Windows® XP Embedded 5.1
Protection for Windows XP Embedded and Windows® Embedded for

Point of Service (WEPQOS) platforms

Overview

Symantec Endpoint Protection for Windows XP Embedded
5.1 offers advance defense against hackers and worms,
Trojan horses, viruses, and other malicious code attacking
and infecting embedded devices based on Windows XP
Embedded platforms. These specialized devices, such as
POS terminals, self-service kiosks, ATMs, thin clients, and
medical devices often have little or no protection against
today’s increasing threats. The Symantec solution provides
a multilayered security approach, including antivirus, an
application-centric firewall, application control, intrusion
prevention and detection, and policy enforcement, which
protects Windows XP Embedded or WEPOS devices from

being compromised by either inbound or outbound traffic.

¢ Designed specifically for embedded devices with limited
hard drive or flash memory size, optimizing system
performance

e Supports redundancy and load balancing with highly
scalable management system

* Provides advanced protection with ability to save policies
and signature updates even when Enhanced Write Filter
is enabled

e Lowers the total cost of ownership by providing endpoint

protection for internal devices and business

Key benefits

» Helps protect WEPOS and Windows XP Embedded devices
from Trojan horses, viruses, worms, and other malicious
code

» Enables scalability and maximizes efficiency with
centralized management console that effectively deploys,
manages, and reports agent activity

 Offers unified and central reporting, reducing

administrative burden with single agent
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Features

e Centralized management console—to manage your
solution effectively

« Antivirus support for protection against viruses and
online threats

« Application-centric firewall to lock down an endpoint

* Intrusion prevention and detection features to identify
and block known and unknown attacks

* Small footprint to enable optimized deployment and
performance

* Microsoft® Target Designer integration for building new
system images

» Customizable Ul options for ease of use
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Symantec™ Endpoint Protection for Windows® XP Embedded 5.1

System requirements

Symantec™ Endpoint Protection for Windows XP
Embedded 5.1

Hardware requirements

e Intel® Pentium® processor 133 or equivalent

e 128 MB RAM

e 40 MB free disk space

» TCP/IP protocol installed

Software requirements

Windows XP Embedded dependencies:
e Internet Explorer

TCP/IP networking

e COM base

IP security services

NDIS & NDIS user-mode I/O driver

OLE dialog interfaces

More information
Visit our Web site

http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.
For specific country offices and contact numbers, please

visit our Web site.

About Symantec

Symantec is a global leader in infrastructure software,
enabling businesses and consumers to have confidence
in a connected world. The company helps customers
protect their infrastructure, information, and interactions
by delivering software and services that address risks

to security, availability, compliance, and performance.
Headquartered in Cupertino, Calif., Symantec has
operations in 40 countries. More information is available

at www.symantec.com.

Symantec World Headquarters
20330 Stevens Creek Boulevard
Cupertino, CA 95014 USA

+1 (408) 517 8000

1 (800) 721 3934

www.symantec.com
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